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Annotation—Direction included in the technology of "Internet of Things" to analyze the working of sensor systems in
extreme areas, that is the properties and features of embedded control systems based on them, to identify the main problems
of operation and features of sensors in smart - systems. The article considers the main types of sensors used in smart systems,
the main alignments used in the design and creation of systems based on them, and experimentally evaluates

the dependence of the speed of sound on air temperature.

Keywords — internet of things; sensor; smart system; embedded systems

1. INTRODUCTION

The term "Internet of Things" encompasses a large
area of computer research. The term Internet of Every-
thing (IoE) is also becoming widespread. A feature of the
Internet of Things is the ability to connect to the Internet
a variety of devices and systems that a person can use in
their daily activities. All these things must be equipped
with remote and direct control functions. Sensors and sen-
sors that have the ability to process information coming
from the environment, exchange it and perform various
manipulations with the received data. Examples of
the introduction of such technology are the "smart home"
system, which includes: climate control and ventilation,
control, adjustment and control of light, video surveil-
lance system, security systems, fire control and alarm sys-
tem control, multimedia control system, full automation
of engineering production (sensors, touch panels, etc.).
Also in recent years, actively implemented systems of
smart transport, smart city and the like. There is a large
number of scientific publications and works on this topic,
which is the basis of this area. The purpose of this work
is to present the results of the study of the structure of
the Internet of Things using sensors and identify
advantages and disadvantages during operation in domes-
tic and industrial tasks on the example of an ultrasonic
sensor based on the interference of sound vibrations.

There are concepts that will implement [oT in the near
future.

The first concept is "preventive control": IoTs can
predict the causes of accidents and reduced efficiency of
equipment, as well as proposals to eliminate problems in
the future. Thanks to IoT, you can run remote monitoring
and monitor the operation of equipment online in real
time, or control the production process in production
using a touch panel.

The second concept is "remote diagnostics". IoT sen-
sors can be used to diagnose the devices on which they
are installed and automatically respond to changes in their
status.

The third concept is "operations control". With
the help of IoT you can control the full cycle of techno-
logical operations, control the movement of any devices
and automatically monitor their characteristics and con-
dition in real time.

The fourth concept is "process automation". IoT
allows you to automate typical repetitive operations,
increasing efficiency and saving time, quality of leisure,
customer satisfaction, speed of continuous operation.

Il.  TYPES OF SENSORS

Several types of sensors used in smart systems are
considered.

A. Ultrasonic sensor

Ultrasonic sensors are used in various fields: radio
electronics, flaw detection, medicine, food industry,
industrial production and security systems. They are
designed to protect closed objects and emit danger signals
when an exciting object (danger) appears. The principle
of operation of ultrasonic sensors is based on the registra-
tion of changes in the ultrasonic field caused by
the appearance of a person in a room or a fire. They are
characterized by high sensitivity and a high level of false
alarms, for example, large objects limit the action of such
sensors, creating shielding areas ("dead zones") in which
the sensors do not respond to danger. The reliability of
such sensors depends on changes in the environment, for
example, air currents generated by air conditioners and
heaters can also cause the alarm system to malfunction.
Therefore, these sensors are mostly used to protect small
objects. In the simplest case, the sensor includes an acous-
tic emitter, a receiver and a signal processing unit.
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A piezoelectric ultrasonic transducer is used as the radi-
ating and receiving element. From the output of
the receiver, the signal enters the circuit of the signal pro-
cessing unit, which, depending on the algorithm embed-
ded in it, forms a message.

The following principles of operation are typical for
devices of this type:

e the first principle based on the interference of
ultrasonic vibrations. When the room is closed,
the space controlled by the device is limited and
a stable interference pattern is formed at the loca-
tion of the receiver. When any object enters
the room, the stability of the interference pattern is
violated and an alarm is generated.

o the second principle is based on the use of
the Doppler effect - changes in the frequency of
mutual movement of objects. In addition to
the above sensors, you can also select proximity
detectors, which are designed to protect a specific
place or possible place of penetration of danger.

B. Ultrasonic sensors based on the interference of
sound vibrations

First of all, the detection systems of a moving object
are built according to the scheme shown in Fig. 1, a.

The emitter O 1 and the receiver R 1 were placed on
opposite walls of the room, under the ceiling (to reduce
the impact of the interior).

The Ol emitter excited ultrasonic oscillations stable
in frequency and amplitude in the space of the room.
Receiver R1 converted the received from space ultrasonic
signal into electric. Next, in the electronic device, this sig-
nal was amplified, detected and analyzed by amplitude.
In case of change of amplitude of the received ultrasonic
signal the alarm signal was formed. The block diagram of
the ultrasonic detector is shown in Fig. 2.

Block diagram of an ultrasonic detector based on
the interference of sound oscillations, consisting of A -
amplifier, G - ultrasonic oscillation generator, D - detec-
tor, PA - power amplifier, A - amplitude analyzer, AE -
alert element.

Movements in the room will change the path of
the ultrasonic waves, and hence change the interference
pattern. This will change the amplitude of the output sig-
nal of the receiver R1. By registering them, you can detect
movement in a confined space. This method of detecting
moving objects provides a very high sensitivity with high
efficiency, because the wave from the oscillator Ol to
the receiver R1 passes through the room by the shortest
path, and therefore has the least attenuation. However, in
real conditions, this system is virtually inoperable due to
the extremely high probability of false positives. The sys-
tem even responds to the flow of air, because the summa-
tion of the speed of sound with the speed of air will
change the nature of the wave, which will be perceived
by the receiver R1 as the movement of the object. To
increase the stability of the system, the oscillator O1 and
the receiver R1 are placed on the same wall (Fig. 1, b).

The wavelength double increase, which requires a sig-
nificant increase in radiated power. But due to the fact

that the wave passes through the air flow twice - back and
forth, the increase in speed is mutually compensated,
which increases the resistance of the device to false posi-
tives in conditions of relatively uniform air flows. In real
conditions, air flows can be uneven. In addition, a signif-
icant contribution to the instability of the interference pat-
tern in the real room make deformations, air currents, var-
ious vibrations and other factors. All this led to the fact
that the security system, built on the principle described
above, was inoperable.

A. Ultrasonic proximity detectors

Such detectors are designed to protect not the entire
room, but only a specific, specific place, likely to identify
a dangerous object. In fig. 3 shows a block diagram of an
ultrasonic proximity detector, which consists of blocks of
emitter, receiver, processing, control and notification.

The principle of operation of ultrasonic proximity
detectors is that first packets of ultrasonic pulses are cre-
ated at a certain frequency. These packets are then fed to
an emitter with a frequency of 40 kHz. The sound wave
from the transmitter propagates radially in the air at
a speed of sound that is approximately 346 m/s under nor-
mal conditions. This speed is somewhat affected by tem-
perature and humidity, and it does not depend on pres-
sure. Therefore, the speed of sound is almost independent
of altitude. As the sound wave propagates along
the radius, the signal intensity decreases inversely
the square of the distance.

Fig. 1, a. Ultrasonic detection sensor

H=n

Fig. 1, b. Location of ultrasonic sensors
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Fig. 2. Block diagram of an ultrasonic detector based on the interference
of sound vibrations
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Fig. 3. Block diagram of an ultrasonic proximity detector

TABLE 1. TECHNICAL CHARACTERISTICS OF ULTRASONIC DETECTORS

Ne Type of detector
LH-US OMNI- Echo-5 USD on
Characteristic Us PSoC mi-
Ccro-con-
troller
I | Distance 110 | 5-14 1410 | 0.1...4-10
range, m
2
Frequency | 40 30-50 | 30-50
range, kHz
3 Current, mA | 40-50 33 30 25-5
4 | Voltage, V 120- 10.6-
277 24 15 6-20
s -
Sensgr time | ) 05 025
reaction, s
6 Temperature
. yes
compensation
7
Temperature | 05 | o 140 | 0..450 | -25...475
range

When a sound wave reaches an object, it is reflected
in different directions depending on the shape of
the object, its orientation and surface properties. After
the reflected signal is detected (a sufficient number of
reflected signal cycles is determined), the sensor turns off
the receiver unit.

After that, depending on the method of operation of
the sensor, the received signal is analyzed, and in case of
presence of object the alarm signal is issued. For example,
you can measure the propagation time of a sound wave
and determine the distance to an object. If the distance is
less than or greater than a certain set level, an alarm is
triggered.

For devices of this type are characterized by two types
of configuration of the structural placement of the emitter
and the receiver of the ultrasonic signal (as in Fig.1):
a detector with a separate emitter and receiver; detector
with combined emitter and receiver.

In the first case, the ultrasonic signal from the emitter
arrives at the receiver, and if no changes are observed in
the sensor definition field, the entire system will be in
a waiting state. Any decrease in the level of the signal
coming to the receiver, or its absence, will cause the alarm
to be activated (this may occur when the device fails).

With this arrangement, a fairly high level of system
reliability is provided.

When the emitter and receiver are combined,
the ultrasonic signal from the emitter enters the controlled

area of the object of protection, is reflected and enters
the receiver. Any object that appears in the path of
the ultrasonic signal will trigger an alarm. In this mode,
the signal from the emitter must be much stronger than in
the first case.

Proximity detectors are convenient to use in the fol-
lowing places: through the room; at the exit; in front of
a wall safe or an expensive painting; in the passage to
the attic or basement; in any other place where the viola-
tor may pass.

The table shows the technical characteristics of some
ultrasonic detectors.

For creating alarm system with increased reliability,
high noise immunity and speed, it is necessary to develop
new methods based on measuring the time parameters of
the signals.

III. SPEED OF SOUND AND ACCURACY OF MEASURE-
MENT OF ULTRASONIC SENSORS

Ultrasonic sensors operate on the principle of echolo-
cation - the distance to the object is calculated based on
the measurement of the time interval between
the moments of sending and receiving the sound pulse
and the speed of sound in the environment.

For gases, the formula for the speed of sound is:
¢ =J(ykT / m) = J(yRT | M) =
= JYR(t+273.15)/ M

v - adiabatic index: 5/3 — for monatomic gas; 7/5 — for

; M

polyatomic gas (and for air); 4/3 — for else polyatomic
gases; k- Boltzmann constant; R - universal gas con-
stant; 7 - absolute temperature in Kelvin; #- absolute
temperature in Kelvin; m - absolute temperature in Kel-
vin; M - molar mass.

One by one, the speed of sound in gases is close to
the average speed of thermal motion of molecules and in
the approximation of the constancy of the adiabatic expo-
nent is proportional to the square root of the absolute tem-
perature.

The formula for the speed of sound in air at pressure:

() =331J(1+1/273) ),

t - temperature in Celsius; 33 1m/s — sound speed in air.

The dependence shows that the speed of sound waves
decreases with decreasing air temperature. Most
manufacturers in the specification for ultrasonic sensors
indicate the coefficient of temperature error, expressed in
percent per one degree of temperature. Then, is L =ct
(3) the sensitivity distance can be corrected.

The wavelength of the sound is determined by
the ratio:

A=clf 4)
A - wavelength; c- sound speed; f - frequency.

In the case when the size of interference and hetero-
geneity in the environment significantly exceeds
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the wavelength of sound, the propagation of sound occurs
according to the laws of geometric acoustics. If the inter-
ference can be compared with the wavelength (or less
than it), a significant role begins to play the diffraction of
waves, which is associated with the scattering of sound.
These phenomena should be taken into account when
choosing a sensor, especially to detect small objects and
irregularities. For example, the wavelength at a speed of
sound 344 m/s (at normal conditions) for the frequency:

40kHz - 8.6 mm; 180kHz - 1.9 mm; 400kHz - 0.86 mm.

CONCLUSION

The principles of functioning and features of opera-
tion of ultrasonic sensors of the security alarm system
which work on the basis of interference of sound fluctua-
tions are considered; their advantages and disadvantages
are highlighted; the dependences of speed and accuracy
of measurement of ultrasonic sensors are considered,
the speed of sound on temperature in air under normal
conditions is considered for using in technology of
the internet of things.
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JIOCIIIPKEHHSI CECHCOPHUX CUCTEM
B YMOBaXx 3MIH T€MIIEPATyp

OCHOBHI HaINPsIMKHM 3aCTOCYBaHHSI CEHCOPHUX CUCTEM
B cCUCTEMaX [HTEepHETY peuei
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HauionaneHuii TeXHIYHUH yHIBEpCUTET Y KpaiHu

«KuiBchkuii nomitexHiuHUA iHCTUTYT iM. Irops Cikopcbkoro», ROR 00syn5v21
Kuis, Ykpaina

Anomauisa — CeHCOPHi cUCTeMH PO3IISIAAITHCA SIK TaKi, 10 MOKYTh BXOJMTH 10 CKJIAAY iHTeIrPOBAHUX 00’€AHAHD,
3 MeTO10 onTUMi3auii Ta MoaepHizauii oxoponHux pynkuiii. Taxuii miaxizg 3HaX0AUTH CBOIO 32CTOCYBAHHS Y CYYaCHHX CMapT
— cucremax. Po3riisiHyTo HANpsIMOK, 110 BXOAMTH /10 TeXHOJIOTii «IHTepHeT pedyeii» 3 MeToI0 aHaJIi3y poOOTH CEHCOPHHX
cHCTeM B YMOBAX eKCTPeMaJbHOI0 BHKOPHCTAHHS, a4 caMe BJIACTHBOCTI i 0c001MBOCTi poGoTH BOYI0BAHHX CHCTEM Kepy-
BaHHA Ha X OCHOBI, 3 MeTOI0 BU3HAYCHHS OCHOBHUX NP00JieM (pyHKIIOHYBaHHA Ta 0c00JUBOCTEH PoOOTH CeHCOpiB y BOY-
JOBAHHUX cucTeMaX. Po3riassHyTo 0CHOBHI KOHIenuii, 0 BU3HAYAIOTh MOJIOKEHHs TeXHOJIOTil «iHTepHeTy peueii», Ii ckJaq
Ta CTPYKTYpPy. BuzHaueHo ocHOBHi pi3HOBMIM JaTYHKIB, iX XapakTepHi 0c00JIMBOCTi, 10 BIVIMBAIOTh HA MOKJIUBICTH iX
3aCTOCYBAHHS Y Pi3HOMaHITHHX CHCTEMAaX, 0 GOPMYIOTh CMapT — CHCTEMH, 2 caMe YIbTPAa3BYKOBi JaTYNKU, IPUHLMI Ail
SIKMX 32CHOBAHUI Ha peecTpauii 3MiHH yJbTPa3BYKOBOI'0 0I5, BUKJIMKAHOI'0 OSBOIO 0C/IiI:KYBAaHOro 00’ekTa 200 Hebe-
3nexd. BoHn XxapaKkTepHu3yl0TbCsl BUCOKOK YYTIMBICTIO Ta BUCOKHM PiBHEeM XHOHHUX CIIPAallOBaHb, CEHCOPU HA OCHOBI iHTe-
pdepeHnuii 3ByKoBUX KOJUBaHb, 10 3a0e3Me4ye€ AyKe BUCOKY YYTJMBICTh IPH BHCOKiH eKOHOMIYHOCTI, OCKiILKHM XBHJISA Bijg
BHIPOMiHIOBaYa 10 NPHiiMaYa MPOXOAUTH Yepe3 NPUMillleHHs] HAHKOPOTIIMM LILISAX0M, 2 0T:Ke Ma€ HaiiMeHIlle 3aracaHHs,
NMpoTe B peajibHUX YMOBAX 15l CHCTeMa NMPAKTHYHO HeNpane3JaTHA i3-32 HAA3BUYalHO BHCOKOI BipOTiAHOCTI MOMHIKOBHX
CNpanboOBYBaHb, YIbTPa3BYKOBI IeTeKTOPU HAGIMKeHHSI, 1110 320e3Me4yI0Th I0CUTH BUCOKHUI piBeHb HaAlliHOCTI cucTemu,
iX XapaKTepHi CTPYKTYpHi MojeJi. BU3Ha4eHO OCHOBHI Pi3HOBU/IM THNIB CHOBIIYyBa4iB, 0CHOBHMMH XapPAKTEePHCTUKAMU
SIKHX € Jialla30H po0o4MX BiicTaHeil, Aiana30H POOOYUX YACTOT, CTPYM CIIOKHBAHHS, HANIPYTa *KUBJICHHS, 4ac peaKiii ceH-
copa, HAsIBHICTh 200 BiICYyTHiCTh TeMIepaTypPHOI KoMIIeHcalii, 1iana3oH po6ouynx Temnepartyp. B craTTi po3risaHyTo ocHO-
BHi ciBBiAHOLIEHHS ISl CEHCOPiB, 1110 32CTOCOBYIOTHCS B CMApPT — CMCTeMAaX NMPH NMPOeKTYBaHHI Ta CTBOPeHHi 00’ €KTiB Ha
iX OCHOBI, a came TOYHiCTh BUMIPIOBaHHS YJILTPa3BYKOBHX CEHCOPIiB TA JOB:KMHH 3BYKOBOI XBH.Ii, Ta eKCIIepUMEHTAJIbHO
OL[iHEHO 3aJIe5KHICTh MBUAKOCTI 3BYKY BiJl TeMnepaTypH noBiTps. 3’ scoBaHo, 10 IIBHIKICTH NOIIHPEHHS 3BYKOBUX XBUJIb
3HUKYETHCS 31 3HM)KEHHSIM TeMIepaTypH NoBiTps. Y pa3i, Ko po3Mip nepeuikos i HeoJHOpiAHOCTEH B cepeI0BHIL| MOMi-
THO TepPeBHINYE TOB:KUHY XBHWIi 3BYKY, HOIIMPEHHS 3BYKY BiI0yBa€ThCsl 32 3aKOHAMH IeOMeTPHYHOI aKyCTHKH. SIKmio
K TIepPelIKoAH MOKHA MOPIiBHATH 3 TOBKHHOIO XBUJIi, iCTOTHY POJIb MOYMHAE IPaTH AU(PPAKList XBHJIb, 3 IKOIO TIOB'SI3aHO
i po3ciloBanHs 3ByKY. /laHi IBMIIA CJIiA BPaXOBYBaTH IIPH BHOOPi AaTYUKIB 0c00/1MBO /11 BUSIBJICHHs APiOHUX 00'€KTiB
i HepiBHOCTEH.

Knrouoei cnosa — inmepnem peuelii; cencop; cmapm — cucmema; 60y006aHi cucmemu.
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