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Kuis, Ykpaina

AHoTanis—CTaTTd NIpUCBAYeHAa PO3P0o0Li ABTOMATH30BAHOI €JIeKTPOHHO-MEXaHIYHOI CHCTEMH KOHTPOJIIO JOCTYIY, 1110
NpHU3HAYEHA JJISl HAJAHHS /I03BOJIy Ha NPOXiJ mepcoHaJly, NPOi3J TPAHCIOPTHHX 3ac00iB a00 nmepemileHHs MaTepiajiB

Yyepe3 KOHTPOJIbHHUI MYHKT, 00/1aJHAHMIT TypHiKeTOM.

Knwuogi cnosa — cucmema gideocnocmepediceHHA; PO3NI3HA6AHHA 0ci0; Beiienem-cmucnenna gomozpadpii; Wi-Fi;

Bluetooth.

L Bctvn

IIpu cTBOpeHHI cucTeM Oe€3MeKu Ha Oyab-IKOMY
00’€KTi BMHHUKAIOTH IIPOOJIEMH 3 KOHTPOJIEM JOCTYILY
Pi3HHUX JIIOJIeH Ha IbOMY 00’ €KTi.

Cucrema 0e3leKH 3aBKIN € KOMIIEKCHUM MEXaHi3-
MOM, SIKAH MOXe OYTH SIK 1 TICHO ITOB’sI3aHHIA, B3a€EMOJIIi-
SITH Ha PI3HMUX eTarax, TakK i CKJIaJaTHCh 3 MPAIOI0YHX,
HE3aJIe’)KHO OJMH BiJl OJHOTO CUCTEM.

[[{o6 3abe3neunTn 6a30BHil PiBEHb 3aXHCTy HEOOXi-
JTHO HAJaroJMTH poOOTy CHUCTEMH KOHTDOJIO 1 ymnpas-
ninas gocrynoMm (CKY D), cuctemu 0XOpoHH Bifeococ-
TEpEKEHHSI, OXOPOHHO-TIOKEKHOT CHTHAIII3ALI] Ta cuc-
TEMH TT0KEKOTACIHHSL.

Konna cucrema um cykynHictb cucreM He nae 100%
rapanrii, ajie 3HAYHO 3HIKY€E PU3UK.

O0'eKT AOCITIHKEHHS - CHCTEMH KOHTPOITIO Ta YIpaB-
JIHHS JOCTYTIOM.

IcHyrOUi B IaHWi 4Yac CHCTEMH KOHTPOJIIO i ympas-
ninag poctynoMm (CKVY]]) 3anHaaro cremiamizoBaHi Ta
IiAB’ SI3aH1 TiJT HUTHI KOMITICKC 1HIIUX 3aBJaHb Ta (QyHK-
Liif, a HajNalTyBaHHS € 3aJEKHUMH BiJ IOCTa4ajb-
HUKA\BUPOOHWKA, BHMArarmTh IIOCTIHHOI a0o0 omath
BUKOPHCTOBYBaHHX PECYPCIB Ta OHOBJICHHSI.

Tomy moctana mpoGiieMa pPO3pOOKH CHCTEMH, sKa
0 KOMIUIEKCHO BHpilllyBaJia 3aBJaHHsI IBUAKOTO BCTaHO-
BJICHHA Ta PO3TOPTAaHHA, 3pO3yMilmuM iHTepdericom
KOpUCTyBaya Ta IHIUBIIyalbHUMH HaJalITyBaHHIMHU
JUTS TIABHUIICHHS PiBHA OC3TICKH.

Cucrtemu KOHTpoOIO i kepyBaHHS goctynoM (CKVY JI)
SIBIISTIOTH COOOF0 KOMILIEKC IMTPOTpaMHO-aNapaTHUX TEXHi-
YHUX MPUCTPOIB OE3IeKH, sIKi 3IiHCHIOIOTH yIPaBIiHHS
JIOCTYTIOM, PEECTPALIII0 BXOIIB 1 BUXO/IIB BCIiX CYO0'€KTIB,
00ME)KEeHHS BXOIy/BUXOTY.

Merta poOOTH - pO3pOOHUTH €PEKTUBHY CHCTEMH KOH-
TPOJIFO Ta YIPABIIHHS TOCTYIIOM Ha 0a31 CUCTEeMHU TEXHi-
YHOTO 30py 3 BHUKOPHUCTAHHSIM AITOPHTMIB PpO3Ii3HA-
BaHHs 00mMyysL.[1,2]

II.  Ormmc 3ATTIPOITIOHOBAHOI CUCTEMH

3anponoHOBaHO CHUCTEMY BIJCOCHOCTCPEIKCHHS, KA
Mae (YHKIT po3Mmi3HaBaHHS «CBiii-uyxui». Taka cuc-
TeMa BiJICOCITOCTEPEKCHHS JTIO3BOJIUTH 3a0€3MEUUTH Kpa-
[T KOHTPOJIb JOCTYITY IO TOTO YH iHIIOTO 00’ €KTY.

JlaHa cucremMa CKIanae€TbCs 3 MIKPOIPOLECOPHOT
mwiatu Esp-Eye v2.1 3 BOymoBanum Wi-fi momynem Ta
kameporo, Ta LED-nucnnes.

3acTocyBaHHs 3alpONOHOBAHOI CHUCTEMH O€3MeKH
Opi€HTOBaHE Ha MiPUEMCTBA TA YCTAHOBH, 1€ TOTPIOHO
3MIACHIOBATH JKOPCTKHHM  KOHTPOJIb 32  IEBHUMH
00’€exTamu.

PoboTa cucTemMu HOJISIra€ y HaCTYIHOMY: Ha JSSIKOMY
MIANPUEMCTBI BCTaHOBJIICHO JaHy CHUCTEMYy Ha BXOIi
y IpUMIIICHHS 3 00MEXXEHUM PiBHEM JOCTYILy I Tep-
coHaxy. OOmmu4s JIrONeH SKi MarOTh O3BLI HA TPOXiA
yXKe 3aBaHTaXeHO N0 6a3u manux. Komu cucrema momi-
9ae B IOJIi 30py KaMEpH JIIOUHY, BOHA IICHTU(IKYE 11 Ta
MOPIBHIOE 3HIMOK ii 00JMYYA 3 y)K€ 3aBaHTRXKEHUMH 0
0a3u MaHWX, y pasi 3HAXO/KCHHS CHIBHAIIHHI CHCTEMa
JIa€ 03B HA MPOXiJ, CIOBINIYIOYH IIPO 1€ 3a JOMOMO-
roto LED-mucnmes. Y pasi BiICYTHOCTI CIIBIAAIHb —
JOCTYTI 3a00POHAETHCS, TIPO [0 TAKOXK CIOBIIIYE BIATO-
BimHuii curHan Ha LED-nucrurei.[2]

- Esp-Eye I LED-mscraeit
Wi-fi
;:i:wuo.\wlﬂ Cepaep

Puc. 1 biok-cxema 3arpornoHoBaHOI CHCTEMHU.
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V mocTymi
EifpMOETeHO.
Joctym

OOZEQIEHD.

Puc. 2 Anroput™ poGOTH 3apONOHOBAHOT CHCTEMHU

Cucrema 3abe3neuye:

e KoHTpons nocTylly y NpHMILIEHHS 33 JOIIOMO-
TOI0 pO3Mi3HaBaHHS 0Ci0

e  be3npoToBuii 3B’S30K 3 CEPBEPOM 32 IOTIOMOTOIO
WiFi.
e  MoxuBicTh 30epirannas qanux Ha SD kapri.

e  MOKIHBICTh NMPAIFOBATA ABTOHOMHO, Y BUIIAJIKY
BiJIKITIOYEHHS €JIEKTPOCHEPTI.

IlepeBaramMu 1aHOT CHCTEMU SIBIISIOTHCS:
e JlemeBu3Ha.

e [IpocroTa yCTaHOBKH.

e  Mauri 3aTtpatu eHeprii 11 poOOTH.

e  HasBHicTb aBapiiiHOr0 OJIOKY KHBJIEHHS, y BHIIa-
JIKy Heriepea0adyBaHUX CUTYaIliil.

III. BEUBJIET-CTUCHEHHS ®OTOI'PA®II

Onrumizanito Ta NPUIIBHILIEHHS NPOLECY IepeBi-
PKH/TIOPIBHSAHHS O0JTMYYS MOKHA BUKOHYBATH 3a JOIO-
MOTOI0 3aCTOCYBAaHHS JI0 300pak€Hb AITOPUTMY CTHC-
HEHH, 30KpeMa MeTO/y CTHCHEHHS Ha OCHOBI JUCKpET-
HOTO BEHBJIET-TIEPETBOPCHHS B OPI€EHTOBAHOMY Oa3HCi.

JluckpeTHe BeHBIET-IEPETBOPEHHS IIOJISATAE Y MIPOITY-
CKaHHI CWTHally 4epe3 JeKiinbka (impTpiB, 3a3BH4ail 2
(HM3BKOYAaCTOTHHH 1 BUCOKOYACTOTHHH):

o0

Viowln]= Y, x[k]g[2n-K],
e (1)
high [n] = kZ x[kp[2n k],

JI€ Yiow, Yhigh — BUX1JIHI CUTHATY (QUIBTPY HU3bKUX YacTOT
(®HY) Ta dimeTpy Bucokux gactoT (PBY) BiamosimHo,
g, h — BiIOBITHO 1X IMITYJIBCHI BITYKH.

Puc. 3 ®oTorpadist 10 i micnst BeHBICT-CTHCHEHHS 3 KUIBKICTIO (QilbT-
piB 3

Crioyatky cursai MPOTYCKAEThCS YEPE3 HU3bKOUAC-
TOTHUH (ITbTp 3 IMHYHLCHI/IM BIATYKOM g, B pesyanaTl
40ro ()OPMY€ETHCS BUXITHUN CUTHAJ y BUIIISAIL 3TrOPTKO-
Boi cymu. OTHOYACHO 3 LMM CUTHANl PO3KIATAETHCS 3a
JIOTIOMOTOI0  BHCOKO4acToTHOro ¢inetpy. ®HY Bunae
HabmwKeHy opMy BuUXigHOTO cHrHaiy, a ®BY - curnan
pizHUII a00 J0AaTKOBOI AeTamizarii [3].

JluckpeTHe BEHBIET-IEPETBOPEHHS B OPIEHTOBAHOMY
0azuci Jae MOXIHMBICTH OyayBaTH MaTpHIl IEpEeTBO-
PEHHSA 3 33JaHOIO0 KiJBKICTIO (iNbTpiB M, A€ m — y 3ara-
JBHOMY BHIAAKY € MPOCTUM MO3UTUBHUM YHCIIOM.
Hanpukian y Bunaaxy i m=3 MaTpHUIlI BeHBIET-TIepe-
TBOPEHHS BUIIIAA€ HACTYITHUM YHHOM:

1 1 1
N R
1 -1
03=+31 0 —-1l|=|—= 0 — 2
Ill 7 ﬁu
-1 0
] B
BB

KinmpKicTh BUKOPHUCTOBYBaHHX (DIIBTPIB ITUKTYE pO3Mip
MaCHBY JIaHHX, III0 OTPUMYETHCS B PE3YJIbTATI IEPETBO-
penns. 3-kpatHuit Ob BeiBieT nae B pe3ysbTaTi 3MEH-
IICHY KOIIiI0, sika 3aiiMae nuire 1/9 300paxeHHs, To/i K
perry 8/9 BigBeneHo mig 8 THUIIIB KoeqnuleHnB meraiisa-
ii, sIKi HaC HE MIKaBIATH 1 SIKi MH Bigkumaemo (puc.3).
Opna iTepallisi po3KIagaHHs 3MEHIIY€E pO3Mip 300pa-
JKEHHSI, sIKe HEOOX1THO oliHIoBaTH, Ha 88%. [4].

Haiinpocrimuii cnoci6 NOpiBHAHHS IBOX 300pakeHb
BUKOHY€THCSl IIUIIXOM BiJHIMaHHSI 3Ha4€Hb SCKPaBOCTI
JIBOX MATPHIBb i OLiHKAa OTPUMAaHOI MaTPHUIll Pi3HUIG 3a
JIOTIOMOTOI0  CEpPEHbO-KBAAPAaTUIHOTO  BiIXWIICHHA
(MSE Bix Mean Squared Error). BupaxoByeTbest nanuit
napameTp 3a Gopmyoro:

lMlN]

MSE = Z Z (fG.)-gG /)" (3)

ne M, N - ie pOSMipHOCTi ManHui 3Ha4eHs, f(i, j) -3Ha-
YEeHHS ICKPABOCTI 300pakeHHs y 6a3i nanux, g(i, j) —3Ha-
YEHHS SICKPaBOCTI 300paKeHHS, OTPUMAHOTO
3 KAMEPH.

3acTocyBaHHS CepPEIHbO-KBAIPATHIHOTO BiIXMIICHHS
y noeanandi 3 JIBI1 B OB 1o3Bossie MpUIMIBUALIIMTH IIPO-
[IeC PO3Mi3HaBaHHS OOIUYUS y CHCTEMI IUISIXOM BiJKH-
JAHHS 3afBHX JETaJIeH, BIICYTHICTh SKUX MiHIMAJIEHO
IIKOJUTH TOYHOCTI OTPUMAHUX pe3yJIbTaTiB. B 3amexHo-
CTi BiJi BUMOT Ha HiANPHEMCTBI aJrOPUTM MOXKE OyTH
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HaJAIITOBAHUN Ha BIOAKAIAHHS II€ OLIBMIOT KIJIBKOCTI
Jetanizamii 300paKeHHs Nepesl MOPIBHSIHHAM 3aBISKH
moxnuBocTi JIBIT B OB mpaittoBatu 3 3a7aHO0 KijIbKi-
CTIO (DLIBTPIB.

IV. Omnuc MIKPOKOHTPOJIEPHOI'O MOYJIS

ITnara Esp-Eye v2.1 MicTUTh, MiKpOKOHTPOJUIEpHUH
monynb ESP32 3 BOynmoBanum texnoxorismu Wi-Fi ta
Bluetooth, po3’emu st miakIOYeHHsS 30BHIIIHIX TPH-
CTpOiB Ta MOAYJIiB.

Ornuc TeXHIYHUX XapakTepucTuk Esp-Eye v2.1:

e  JIBosnepuuit npormecop 2.4 I'rip WiSoC ESP32
Tensilica LX6 + WiFi and Bluetooth

e [lam’sare: SMB PSRAM

e AMB Flash

e Kamepa: 2MP, OV2640

e  Poswmip: 21mMMm x 41Mm

e XapaKTepUCTUKU KaMepH:

o  dotouymmsuiit Macus: 640 * 480

e [O nampyra: 1,7-3,0 B

e Eneprocnoxusanus: 60 MBr /5 fpsVGA
e PoGoua temneparypa: -30 °C~70°C

e  Onruynnii Po3wmip: 1/6 "

e [lome 30py: 25 °

e MakcumanbHa yactoTa Kaapis: 30 fpsVGA
e  UYytmusicte: 1,3 B/ (Imokc-cek)

e BinnomenHns curHan-mym: 46 nb

e  JluHaMiuHMiA miama3oH: 52 ab

e  OOnacTh mikcemB: 3,6 MKkM * 3,6 MkM [5,6]

V. OBI'PYHTYBAHHS BUBOPY CIIOCOBY
NEPEJAYI JAHUX

IcHye nekinpka CmOCOOIB mepenaBaHHS MAHUX IS
cucTeMH Oe3lekd, HauOiapm BkuBaHOO € Wi-Fi.
VY neskux BUIAJKaX MOXHa BUKopuctatu Bluetooth.

ITepeBara Bluetooth B ToMy, mo BiH Mae HalimMeHIe
€HEeproCcHoXMBaHHS, aJIe MiAXOANTh TUIBKU B TOMY BUIIa-
JIKY, SIKIIIO CUTHAJI MOTPiOHO IepefaBaT B Mexax 00'e-
KTy, TOMy BUKopucToByBaTH Bluetooth B 3ampomnonosa-
Hilf cucTeMi HeJIOLIBHO.

[lepeBaramn Wi-Fi € Te, mo 3 #oro gomoMororo
MOJXKHA TEepeJaBaTH CHUTHAJ Ha OUTBIIY BiJCTaHb, HiX
Bluetooth. Takox BoHa 3a0e3nedye OiLTBIIY HIBHUAKICTH
nepenadi JaHux, 3a0e3redye JOCTyI 10 IHTepHeTY, MOX-
JUBICTh AUCTaHIIHHOTO KePYyBaHHS.

VY Tabnuni 1 HaBeeHO MOPIBHAHHA NCSIKHX ITapameT-
piB Wi-Fi ta Bluetooth, Buxomsiuu 3 sikux 0yio 3po06iaeHo
BHOIp BUKOPUCTOBYBATH y cucteMi came Wi-Fi Mmomyis.

@ ESP-EYE

Puc. 4 Burnisaa nmatu Esp-Eye v2.1

TABJINLA 1 TIOPIBHAHHS [TAPAMETPIB WI-FI TA BLUETOOTH

ITapamerp mo- Bluetooth Wi-Fi

JLyJist
Eneprocnoxu-
BaHHs
besneunicts
IBunkictes mepe-
Jladi IaHUX

BiJICTaHb

HHU3BKEC BHCOKEC

HIDKYA
Jo 721 Kb6it/c

BHCOKa
Jlo 150 M6it/c

Jo 10m Jo 100m

Buxonsuu 3 HaBeieHHUX TiepeBar, 0yJ10 00paHo crocid
nepenadi CUTHAJIIB Ha cepBep, Uil 00poOKM JTaHuX, 3a
noniomororo Wi-Fi momyns, BOymoaHoro y Esp-Eye
v2.1, ajpke Takuil croci0 mepenayi faHUX 3a0e3NeYUTh
OUTBIly IIBHIKICTH TIepefadi Ta Ha OUTBIIY BiICTaHb,
a TaKOJK € OLTBII 3aXHIICHUM. [7]

BHUCHOBOK

BimeocnocTepexeHHSI € BaXKIIMBOIO YAaCTHHOIO CHC-
TeMU Oe3NekH, e Ha choroaHi [P-kamepu, ¢pyHKIii pos-
MM3HABaHHI Ta MOXYJI Tepenadi iHpopMmariii IIUpoKo
BHUKOPHUCTOBYIOTBCS B cCUCTeMax Oe3reku. CHCTeMH TeX-
HIYHOTO 30py 3 MOXMJIMBICTIO PO3Mi3HABAaHHS OOIHYUS
BaXXJIUBI THM, IIO 3 iX JOIIOMOTOI0 MOXIIMBO 30epiraTu
JIaHi Mpo 00IMIYsl KOHKPETHUX JTI0/IEH, Ta BHKOPHCTOBRY-
BaTH iX Ui KOHTPOJIO JOCTYITy, Ta 3 OXOPOHHUMH
LIAMH.

B pe3yunbTati aHanizy cy4acHHUX aBTOHOMHHX CUCTEM
BiJICOCIIOCTEPE)KCHHS 3alPOITOHOBAHO BapiaHT CHCTEMH
B AKOMY € JOAaTKOBi (yHKmii. CHcTeMa Mae IBa KaHAIH
3B’SI3Ky 331l Kpaiioro InepenaBaHHs iHdopmanii Ta
MOJJIHBICTH ieHTH(]iKaMi{ 0cOOH.

BpaxyBaBiuu Bci epeBard Ta HeJIOJIiKH Pi3HUX BHIIB
MOIyIIB TepeAadi iHpopMamii, BUIUIMBAE T€ IO JUIA
nepenayi CHoBileHb HalOLIbLI Kpaiuii BapianT € Wi-Fi,
Tak SK HOro pajiyc il Ta MIBUAKICTH Tepenavi JaHuX
3Ha4yHO OuIbMIi HiX ¥ Bluetooth.
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Abstract—Access systems with face recognition is widely used today. They are used in many enterprises and institutes
where it is necessary to control the flow of passing people.

Facially recognizable technical vision systems are important because they can be used to store specific individuals faces
and use them for access control. As a result of analysis of same modern systems the variant of system there are additional
functions is offered.

The system consists of ESP-EYE module, with build-in wi-fi and Bluetooth modules, chip sensor camera “ OV2640” and
LED display, which dasplays a notification for a person about granting or denying access, notifications are in two collors:
geen and red respectively.. Also it has an emergency power supply in case of unforeseen situations.

Wi-fi is used as a means of transmiting data from camera to the server. This transmition method of data transmition
has several advantages over Bluetooth. It allows to the system to transfer data at a much higher speed and over a grater
distance, it is also more secure, provides access to the internet and allows to control the system remotely. All the listed
advantages of this method of transmition give us a great variability in the operation and placement of the system.

To recognize people system use a comparison method. It compares the person’s face with a database and, after processing
it produces the result. To optimize and speed up this process, the system uses a method of image compression based on
discrete wavelet transform. This method is the transmission of a signal through several filtres, usualy two.

First, the signal is passed through a low-pass filter whis a pulse response g, resulting in an output signal in the form of
a convolutional sum. At the same time the signal is decomposed by a high pass filter. The LPF gives an approximate shape
of the output signal, and the HPF — the signal of difference or additional detail.

Discrete wavelet transform in an oriented basis makes it possible to construct transformation matrices with a given
number of filters ”m”, where “m” is in the general case a prime positive number.

The simplest way to compare the two images is by substracting the brightness values of the two matrices and estimating
the resulting matrix of differences using standard deviation. The use of standard deviation in combination with fiberboard
in OB allows to speed up the process of face recognition in the system by discarding unncessary details, the absence of which
minimaly harms the accuracy of the results.

The advantages of this system are that it is less expensive, in compareson with existing analogs, less energy-consuming,
easy to assemble and install, uses a relatively simple and at the same time quite accurate method of identidying a persons
identity.

Keywords — video surveillance system; face recognition; Wavelet-compression of photos; Wi-Fi; Bluetooth.
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